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About me

Career - digital forensics
▼ 29 years at UBS (retired), 20 years global forensics team

▼ PhD in digital forensics, author of 2 books on digital forensics

▼ Elsevier FSI-DI journal (current Editor-in-Chief) 2004-now

▼ digital forensics professor at BFH 2017-now
Hobby - vintage computing

▼ vintage computer enthusiast and collector

▼ volunteer at ENTER computer museum (www.enter.ch)
tour guide, restoration, exhibits, author for HISTEC journal

▼ teach computer history at BFH 2025-now

▼ vintage computer forensic projects at BFH 2025-now
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Digital Forensics: Who and Why

Crime focused digital forensics

▼ criminal forensic investigators - Government, Police, Military

▼ private sector forensics - incident response, e-Discovery,
internal and sector-specific investigations

▼ investigating criminal behavior, IT abuse, employee
misconduct, data theft, cyber fraud, espionage, etc.

Discovering an alternate digital forensics community

▼ 2025 Sabbatical, visited 9 universities with museums

▼ BFH HKB has a digital forensics lab

▼ Uni Bern wanted forensic support for a project

▼ conservators, archives, historians, ’Born Digital’ data
I find a growing interest and demand for digital forensics outside
the criminal investigation community
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Similarities in Digital Forensic Activity

A lot of similarities between crime-focused and history-focused
communities

▼ standard forensic acquisition and analysis processes

▼ forensic hardware to prevent modification (write-blockers)

▼ cryptographic integrity preservation (hashes, signatures)

▼ analyzing filesystems, files, carving unstructured data

▼ forensic software (FTK, EnCase, Sleuthkit/Autopsy)

▼ investigative searches for relevant information and documents

▼ preserving/analysing technical meta data

▼ reconstructing past events (timelining, super-timelining)

▼ both provide access to 3rd parties (lawyers or researchers)
Both have passionate and technically skilled people doing the work!
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Differences: Crime-focused Forensics

Examples that are different from history-focused digital forensics
▼ motivation: stop crime, punish the guilty, protect the innocent

▼ preservation expectation: months or years until court/trial

▼ evidence can be rejected if proper process not followed

▼ response times are different, crime needs fast incident response

▼ hashsets to find known contraband, malware, illegal content

▼ hardware forensics: extracting evidence from IoT devices

▼ possible destruction of hardware to gain access to evidence

▼ high data confidentiality and operational secrecy

▼ less concern with replicating the operation of original
hardware/software (except maybe malware sandboxing)

Exposure to vintage/retro hardware and software is relatively rare
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Differences: History-focused Forensics

Examples different from crime-focused digital forensics

▼ motivation: preserving history, accurate posterity

▼ preservation expectation: as long as possible (forever)

▼ might be interesting: fonts/colors used, document
layout/structure, organisation of files/folders

▼ data might be accessed/copied multiple times, over many
years, by non-professionals, without protection

▼ long term storage planning is more important
(environmental conditions, bitrot)

▼ significantly more exposure to vintage/retro hardware and
software (also the use of emulators/simulators)

There is probably more, but I am still learning about this focus area
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Forensics & Vintage/Retro Computing

I am interested in applying digital forensic tools and techniques to
vintage/retro computing

▼ accessing/recovering data from ancient storage media

▼ restoration of old hardware into an operational state

▼ investigation and analysis methods applied to troubleshooting

▼ malware reverse engineering methods used when there is no
technical documentation

▼ setting up and running old operating systems and applications
(on original hardware or emulation)

▼ provide useable vintage computing environments from
historical points in time, for use by 3rd party researchers

But vintage/retro computing has some challenges...
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Vintage: Failure/Damage

Old electronics will break/fail

▼ components leak, fail, or explode (magic smoke)

▼ chips stuck, dead, or explode

▼ board corrosion or scratches

▼ other physical damage (from age or shipping)
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Vintage: Risks and Danger
▼ old dirt and germs

▼ CRT tubes, high voltage, implosion risk

▼ high voltage charged capacitors

▼ high velocity spinning old media

▼ toxic paste, residue, smoke

▼ back-breaking heavy! IBM 5120 PC is 45kg
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Vintage: Hard Configuration

Hardware Configuration/Setup

▼ switches, jumpers

▼ plugs, wires

▼ bus termination
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Vintage: Soft Configuration
▼ mainboard BIOS settings

▼ expansion card BIOS settings

▼ OS settings

▼ Program settings
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Vintage: Ancient/Obsolete Media
▼ reading obsolete media

▼ defective drives

▼ unreadable tapes, floppies

▼ corrupt filesystems

▼ partially overwritten data

▼ missing decryption keys
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Vintage: Other/Misc
▼ missing personal knowledge/experience

▼ missing/bad/complex documentation

▼ not compatible hardware/software

▼ missing software, hardware

▼ missing cables, adapters, drives

▼ unknown or obscure plugs/cables
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Thanks for listening!

Contact me if you...

▼ have questions or comments

▼ want to collaborate, do research, or work on projects

▼ are excited about digital forensics or vintage/retro computing
and just want to talk

Prof. Dr. Bruce Nikkel
bruce.nikkel@bfh.ch
Bern University of Applied Sciences
Institute for Cybersecurity & Engineering - bfh.ch/ice
MAS Digital Forensics & Cyber Investigation - bfh.ch/mas-dfci
MSE Information & Cyber Security - bfh.ch/mse
Threema: DC2JN4YK
Mobile: +41 79 255 6316
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